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North America’s 

only ATM 

Franchise 

Business! 

100+ Franchises! 

and growing… 

By Jeff Kerr, ACFN President 

Reading interesting articles 
forwarded to my attention by 

franchisees as well as recent industry 
publications reminds me how important 
it is to operate our business in a secure 
manner.  

Although we cover proper procedure 
in training and provide reference 
materials to follow such as 
programming manuals and service 
procedures, over time we all tend to 

get comfortable and pay less attention 
to detail. We are in the great business 
of selling convenient money, utilizing 
ATMs as a business vehicle to extended 
short term, high interest, and 

guaranteed loans. Our product (cash) 
is desired by all, doesn’t spoil, is easy to 
manage, doesn’t require a lot of space 
and never goes out of style! This, I 

assume, is the reason most of us are in 
this business and to enjoy the full 
benefits long term, we really need to 
pay attention to detail and protect our 
business. Here are some of the ATM-

related incidents that were published 
recently:  

Terry forwarded an article from the 
Kansas City newspaper regarding an 

incident that happened in Topeka, KS: “A 
26-year-old Topeka man is in jail today, 
suspected of reprogramming a bowling 

alley's automated teller machine so it 
would give him more money than he 
asked for.” 

David forwarded an article about a 

similar incident taking place in London, 
England: “A British cash machine 
became a big hit this week after it 
started paying out twice as much money 
as it should.” 

In both cases it would seem that the 
perpetrator was able to reprogram the 
denomination configuration to a lower 
one. If, for example, one of our ATMs 

was changed to a $10 denomination 
while the ATM was still loaded with $20 
bills and a customer requested $100 
this is what would happen: 
• ATM would dispense 10 bills 

(thinking it has $10 denominations it 
would dispense 10x$10 for $100). 
• The bills are actually $20 each so 

the customer actually received $200. 

• Customer’s account was only billed 
for $100. 
• We, as the ATM owner, lost $100. 
Both incidents deal with the same 

issue – securing access to the 

programming aspects of your ATM. This 
is not something we want to ever 
happen to us, so this is a good 
opportunity to remind you to 
thoroughly review each ATM before 

installation. Always make sure all 
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codes have been changed (both 
management codes, Master/Admin, and 
EPROM if applicable) from factory 

defaults to ensure only you can access 
management functions, and to verify 
that all settings are correct. Please 
take the time to check all three codes 

at all ATMs you own on your next 
service call. If you have any questions 
please contact Piero or Lee at x 5127 
to clarify. 

 
Another article published this month 

included the following information: “A 
Canadian man who was arrested last 

May for allegedly using the Internet to 
export credit-card-skimming devices 
around the world has now confessed 
to the crime.”  

For those of you who have not heard 
the term, a “skimming device” is a piece of 
hardware that can be installed over a 
card reader in a way that the card 
reader still works but any card 

inserted is now scanned by both 
devices. The skimmer stores the credit 
card information and is usually 
operating in combination with a 
wireless camera positioned to capture 

the PIN number entered by the user. 
With credit card numbers and the 
associated PIN they are now able to 
make a duplicate credit card and place 

charges to the user’s account.  
This is a big problem in the credit card 

industry and much of the reason for 
the regulatory hassles we are subject 
to with the credit card issuers trying 

to protect themselves from fraudulent 
activities. As operators of Triple Des 
compliant ATMs, we do not have liability 
if one of our ATMs is used in fraudulent 

activities beyond the obvious 
requirement to immediately call 
authorities if you discover such a 
device on one of your ATMs. 

Since we are discussing the 

protection of your business I want to 

take this opportunity to remind you of 
the procedures we recommend to 
protect the most important asset of 

your business – yourself. Below are 
common sense guidelines that should 
be adhered to at all times along with 
any additional security measures you 

take: 
• Only work with people you trust 

100%. 
• Don’t tell anyone that you handle 

cash. 

• Never load cash after dark. 
• Never load cash alone – always 

take a second person: one to service 
and one to keep watch. 
• Install an effective security system 

on the vehicle you are using – one that 
will page you when the alarm goes off 
and will cut off fuel supply if the car is 
started without a key. 

• Service locations before they open 
when possible or when they are not 
busy – never during peak hours! 
• Vary the days, times and order in 

which you service your locations. 

• Don’t handle cash in a visible way or 
location – pick up funds on the way out 
and return leftover funds to the bank 
or other secure location at the end of 

the day. 
• Do not place ATMs in businesses in 

high crime neighborhoods. 
• Do not place ATMs in types of 

businesses that increase security 

concerns. 
Please note: we are not a 

professional security company and are 
not familiar with the specifics of the 
areas where franchisees will be placing 

their ATMs. We strongly recommend 
that franchisees seek outside 
consultations with a security specialist 
in their area for additional 

recommendations in consideration of 
the actual locations being serviced and 
the manner in which the individual 
franchisee operates. 

Now for the good news: 

An article written by the CEO of 
ATMIA (the Largest ATM Industry 
Association) in April 2008 researching 
the subject of a cashless society 

provided the following conclusion: 
“There is virtually zero chance that 
cash will be withdrawn from society 
within the next generation. That is, in 
the next 25 years. And in all likelihood, 

there could easily be another hundred 
years of cash.”  

Always run your business with 
attention to detail and an eye on 
security – be safe, be prosperous, and 
be great in 2008! 
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